
HOT DEAL OR GREAT SCAMMER?

Contact IDCARE for confidential advice. 

Moms maden name

http://not_a_scam_promise_:p

Men Women Kids Sale Competition

ENTER TO WIN THE BEST SHOES EVER!

Entry forms asking for too much detail. 

TIP 5

What’s your favourite colour? 

Best ice cream flavour

Your shoe size 

Name

Email

Date of Birth

First pets name?

Be wary if the entry 
form asks you for more 
information than you 
think is necessary.

Be wary if the entry 
form asks you for more 
information than you 
think is necessary.

http://not_a_scam_promise_:p

Men Women Kids Sale Competition

If the competition takes you through 
to a website to enter, look at the URL 
(web address) to see if it matches the 
organisation running the competition. 

If the competition takes you through 
to a website to enter, look at the URL 
(web address) to see if it matches the 
organisation running the competition. 

Look at the website.

TIP 4

Facebook ad from shoes you like
Sponsored 

WIN NEW

AMAZING SHOES!

TIP 3

Think about the prize being given away. 

Social media competition scams will 
offer hugely valuable prizes as a hook.  

Very suspicious! BEST SHOES EVER.
COOL AS SHOES.
@coolasshoes - mostly real sports shoes

Facebook ad from shoes you like
Sponsored 

CHANCE
TO WIN!

Look at the profile or page. 

TIP 2

A scam page will be new 
with only a few posts.
A scam page will be new 
with only a few posts.

Go to the profile or 
page to investigate.
Go to the profile or 
page to investigate.

Cool as Shoes

If you see a post or ad about a competition from a 
big brand, look for the blue tick. You may need to 
click through to the page/profile to see the tick. 

If it’s a big name brand or public 
figure, look for the verified tick. 

TIP 1

Congratulations!
Please fill out the form below

and send us $1000

Release Prize
Facebook ad from shoes you like
Sponsored 

CASH
PRIZE YOU’RE A 

WINNER!!!

Facebook ad from shoes you like
Sponsored 

CHANCE
TO WIN!

It’s hard to go past a bargain.
But objects being sold for a fraction of 
retail value, in exchange for your card 
details, can give you more than you 
bargained for, especially when scammers 
are waiting on the other end.

False ads can appear on your social media 
and seem for real. But deals that seem too 
good to be true and sites that ask you to 
part with personal or financial information 
are all warning signs of a great scam.


